NInlir
CISCO

Cisco Small Business

O630p NPOaYKTOB W

NOCTPOEHNE peELLEHUN

HdeHnnc CacpoHoB
MeHenxep Cisco SB (COBO)
dsafonov@cisco.com



UcTopus




]
Cisco Small Business Portfolio

\

Point Products Managed

warranty, partner-
delivered support

>
—
®
c
Q
-
(@]
c
>
L
©
C
®
0
()
Q
c
(D)
w

= - — ale [~ a
FOGCUS O €d4S€

ot Install

What'you see SOlUtionS

ISiwnat you get

Partner Margin




Y10 cTpOonm?




JIlokanbHasn ceTb BHYTpU ocpuca

UHTepHeT

KommyTtatop Cisco
SB SRW224G4P

MapuwpyTtusartop
Cisco SB RV042



JlokanbHasn ceTb BHYTpU ocpuca
Cc 60NbLWON NJSIOTHOCTLIO MNOPTOB

UHTepHeT

MapuwpyTtusartop
Cisco SB RV042

Ctek KOMMyTaTOpPOB
Cisco SB SFE2000P

(mo 8 yctponcre, .
no 192 noptoB) .



becnpoBogHasa nokKanbHasa ceTb

BecnpoBoaHas
TO4YKa paguogocTtyna

M HTepHeT Cisco SB WAP4410N

.
¢
® o
* e

2 &

BecnpoBoagHasn
TOuKa

KommyTaTop Cisco 1 paguogocTtyna

SB SRW224G4P Cisco SB WAP200

MapuwpyTtusartop "..
Cisco SB
WRVS4400N

BecnpoBoaHon USB
apanTtep Cisco SB
WUSB200




BecnpoBoaHas
Cucrtema BngeoHaonrogeHns kamepa
Kamepa B_vmeOHaGmoneHMﬂ
BMAEOHa6noaeHNA Cisco SB WVC2300
Cisco SB PVC2300
BecnpoBogHas SN
Kamepa
BuaeoHaobnogeHus
UHTepHeT Cisco SB WVC210 :
o® esto,., =

KommyTatop Cisco l ,

SB SRW224G4P

BecnpoBoagHasn
TOuKa
paguopocTtyna
Cisco SB WAP200

MapuwpyTtusartop
Cisco SB
WRVS4400N

MO ansa ynpaBneHMa cuctemomn
BuaeoHabnroaeHus (ao 16 kamep)
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Switch Positioning

Add Core stack,
High availability = SFE & SGE

VolIP, Video, other real time apps
for SMB’s = SRW

VolIP, Video, other real time apps
for smaller Companies = Smart

QoS & Features

Internet Access, Best Effort

= Unmanaged
>
= Ekkka RELLELGL——
L ke LRLLLLEL S
gl = A e ==

Application Richness
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Switch Comparison

Smart Fully Managed Layer2+ Managed
SLMxoo SRWHxxx SFE2xxx/SGE2xx
B802.1qg VLANS (128/16) VLAN - 802.1q (256) VLAN - 802.1q (256)
Link Aggregation Link Aggregation Link Aggregation
Spanning Tree Spanning Tree Spanning Tree

Port Mirroring Port Mirroring Port Mirroring

IGMP Snooping IGMP Snooping IGMP Snooping

L2 priority - 802.1p L2 priority - 802.1p L2 priority - 802.1p
MAC-based ACL MAC-based ACL MAC-based ACL
|Multicast/Broadcast/Unknown Multicast/Broadcast/Unknown Multicast/Broadcast/Unknown
Unicast Storm cantrol Unicast Storm control Unicast Storm control
Radius Support Radius Support Radius Support
802.1x 802 1 x 8021 x

SNMP SNMP SNMP

Cable Analysis Cable Analysis Cable Analysi



Rack mount

Unmanaged Switches
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SR224G

* (24) Port 10/100 + (2) 10/100/1000 Combo SFP
* Auto MDI/MDI-X

 Per Port LEDs

« Internal Power Supply

* Non-Blocking

SR224R

* (24) Port 10/100 “Compact”
* Auto MDI/MDI-X

* Per Port LEDs

* Internal Power Supply

» Non-Blocking

*Fanless

SR224

* (24) Port 10/100

* Auto MDI/MDI-X

* Per Port LEDs

* Internal Power Supply
*Non-Blocking

SR216

* (16) Port 10/100

* Auto MDI/MDI-X

* Per Port LEDs

* Internal Power Supply
*Non-Blocking

SR2024

* (24) Port 10/100/1000 w/ (2) Combo SFPs
* Auto MDI/MDI-X

* Per Port LEDs

* Internal Power Supply

* Non-Blocking

SR2024C (Compact version — 11”)

=+ (24) Port 10/100/1000 w/ (2) Combo SFPs
"+ Auto MDI/MDI-X

* Per Port LEDs
* Internal Power Supply
*Non-Blocking

SR2016

* (16) Port 10/100/1000
* Auto MDI/MDI-X

* Per Port LEDs

* Internal Power Supply
* Non-Blocking

SD205/SD208/SD216
* (5)/(8)/(16) Port 10/100
* Auto MDI/MDI-X

* Per Port LEDs

» External Power Supply
* Non-Blocking

Fast Ethernet

SD2005/SD2008

* (5)/(8) Port 10/100/1000
* Auto MDI/MDI-X

* Per Port LEDs

» External Power Supply
» Non-Blocking

Gigabit Ethernet



Smart Switches

g’ SLM248G4S /| SLM248G4PS
a— *48 Port FE Smart SW
E “With or Without PoE
) *Clustering
tg SLM224G4S
— *24 Port FE Smart SW
(&) *Clustering
SLM248P
*48 Port FE Smart SW w/ PoE
*Basic QoS & Security
SLM248G
bt 48 Port FE Smart SW
g *Basic QoS & Security
o SLM224p —— SLM2048
E *24 Port FE Smart SW w/ PoE ] }+-4- vl *48 Port GE Smart SW
v *Basic QoS & Security
O SLM224G
© *24 Port FE Smart SW
o *Basic QoS & Security
SLM2024
*48 Port GE Smart SW
*Basic QoS & Security
Q. SLM2005/2008
o) S 5/ vortSmartSW
X *PD Powered Option
7] *Basic QoS & Security
o
o
Fast Ethernet Gigabit Ethernet



Fully Managed L2 Switches - SRW

Rack mount

SRW248G4P Series
*48 Port Switch w/ PoE
*Adv QoS, Mgmt, Security

SRW248G4 Series
*48 Port Managed Switch
*Adv QoS, Mgmt, Security

SRW224G4P
+24 Port Switch w/ PoE
*Adv QoS, Mgmt, Security

SRW224G4
24 Port Managed Switch
*Adv QoS, Mgmt, Security

SRW2048Series
*48 Port Managed Switch
*Adv QoS, Mgmt, Security

SRW2024P Series
*24 Port Managed Switch w/ PoE
*Adv QoS, Mgmt, Security

SRW2024 Series
*24 Port Managed Switch
*Adv QoS, Mgmt, Security

SRW2016 Series
*16 Port Managed Switch
*Adv QoS, Mgmt, Security

SRW208P/MP Series
8 Port Managed Switch w/PoE
*Adv QoS, Mgmt, Security

SRW208 Series
8 Port Managed Switch
*Adv QoS Mgmt, Security

Fast Ethernet

SRW2008P / MP
8 Port Managed Switch w/PoE
*Adv QoS, Mgmt, Security

SRW2008
8 Port Managed Switch
*Adv QoS, Mgmt, Security

Gigabit Ethernet



Layer 2+ Stackable Switches

Rack mount & Stacking

SFE2010P
*48 Port FE with PoE
*Adv QoS, Mgmt, Security, RPSU

SFE2010
*48Port FE
*Adv QoS, Mgmt, Security, RPSU

SFE2000P
*24 Port FE with PoE
*Adv QoS, Mgmt, Security, RPSU

SFE2000
*24 Port
*Adv QoS, Mgmt, Security, RPSU

SGE2010P
48 Port GE with PoE
*Adv QoS, Mgmt, Security, RPSU

SGE2010
48 Port GE
*Adv QoS, Mgmt, Security, RPSU

SGE2000P
+24 Port GE with PoE
*Adv QoS, Mgmt, Security, RPSU

SGE2000
*24 Port GE
*Adv QoS, Mgmt, Security, RPSU

SFE1000P

8 port with PoE

*Adv QoS, Mgmt, Security
*Fanless

Fast Ethernet

Gigabit Ethernet
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Routers

= VPN, SSL & IPSec available
=> Secure connections for branch to branch and
remote worker

= Security: Firewall & DoS prevention, port filtering

= Trend Micro Option — SaaS, re-occurring revenue
opportunity

= Easy installation and maintenance, setup wizard,
SNMP, web interface, monitoring options, ......

= Wireless versions available, ideal for smaller setups

= Remote Worker support => WRV200/210 is also an
ideal router for remote worker l




Wired VPN Routers

' RVL200
< B * (1) FE WAN + (4) FE LAN
—— * Integrated SPI Firewall

* SSL VPN Support
» IPSEC Branch Office Support

RV042/RV082 » Trend Micro Email and Web filtering

* Dual WAN Ports

* Integrated SPI Firewall

* HW Accelerated VPN

* QuickVPN Support

» Trend Micro Email and Web filtering

RVS4000

* (1) Gig WAN + (4) GigE LAN

* Integrated SPI Firewall + IPS/IDS

* IPSec VPN Support

* Trend Micro Email and Web filtering

% 7 Functionality / Performance g %




Wireless VPN Routers

s
\l W WRVS4400N

* Draft N MIMO

» Based on RSV4000 Security Router
* SPI Firewall + IPS

* 5 User IPSEC VPN

» Gigabit WAN/LAN

J WRV210
o

+ 802.11g MIMO

* Support Up to 10 VPN Tunnels
* Omni-Directional Antenna — 1x2 MIMO
WRV200 * Multiple SSID
, » 802.11g MIMO * Dual PPPoE profile
» Support Up to 10 VPN Tunnels *Higer memory footprint
» Omni-Directional Antenna — 1x2 MIMO
* Multiple SSID

% 7 Functionality / Performance g




How ProtectLink Gateway works....

= Trend Micro ProtectLink Gateway

ProtectLink Gateway: Protects email and Web traffic at the gateway
Spam and URL Filtering with Web Reputation

Trend Micro™ ProtectLink™ Gateway

—

—

D
- |
“ ‘ | / «
Email and Linksys® o
Websites Trend Micro™ Router Desktops

ProtectLink™ Gateway Service



ProtectLink — Gateway E-mail Feature

ANTI-SPAM

o Reputation
Internet _[EI Stops up to
"-—‘%&n 90% of all

A\
maiI threats

e e

ANTI-SPYWARE ANTI-PHISHING

ANTIVIRUS

Threat
Scanning

Blocks
remaining

email threats /

= Spam blocking “in the cloud”

= A hosted service for e-mail protection

= Multi-layered security protection blocking spam before it arrives at

your inbox.

Business
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Business Access Points

- T

= Business grade feature set, e.g. security
= Optional PoE and power supply

= Exterior AP (PoE only) with NEMA IP 53 rated housing
(WAP200E)

= Multiple SSID’s and SSID to VLAN mapping
= Management: WebUI, SNMP

gt J



Wireless Access Points

i WAP200E
» Multiple BSSID

* PoE Powered

» Outdoor 802.11g
« Built-In Direction Antenna

* Multiple AP Modes

* Improved Weatherized Housing

l I WAP2000
=7+ 802.11g MIMO
‘ « Multiple BSSID QoS/VLAN Mapping
* Omni-Directional Antenna — 1x2 MIMO
» Multiple AP Mode
* PoE or DC Powered
» Metal Case With Dual Image

WAP200

» 802.11g MIMO

* Multiple BSSID QoS/VLAN Mapping

* Omni-Directional Antenna — 1x2 MIMO
» Multiple AP Mode

* PoE or DC Powered

W~

WAP4410N

* Draft N v2 MIMO
» Multiple BSSIDs

* HTTP redirect

- WDS

* WPS

* Security and QoS
* Gigabit PoE or DC

7 Functionality / Performance g
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Video Surveillance

IP Cameras — WiFi and wired
PTZ build in or external PT base

Surveillance Software

|O ports and Audio for value add applications

= Standard Video Format allows max. flexibility for clients —
from PC to Cell phone

= Motion Detection and auto-recording before and after event

= Management software (up to 16 cameras)




Pan, Tilt and Zoom Cameras

WVC210

*PTZ

* 802.11g

*Digital Zoom

» 2 way audio

* 3GPP support

» Motion detection
 Simultaneous Dual Codec

% 7 Functionality / Performance g

PVC2300

* PoE

* Digital Zoom

« 2 way audio

* 1/O ports

* Motion detection
 Simultaneous Dual Codec

WVC2300

+ 802.11¢g

* Digital Zoom

+ 2 way audio

* 1/O ports

» Motion detection
 Simultaneous Dual Codec




CMOS CCD

I“ Lack of truck detail




NAS — Network Attached Storage

= ftp, CIFS, NFS — flexible and support for multiple client
platforms

= Multiple RAID level — choose between redundancy and
“disk tax” level

= Virtualization and MSDFS to meet bigger storage
demands

= Diskless versions and pre-configured ready to go
versions

= |[ntegration into MS Domains for max. flexibility

= On disk encryption =

b




Network Attached Storage

—_— NSS6100

(4) Bay NAS Chassis w/ 4x250GB HDs
= S e RPSU Option
- — NSS6000 RAID Q/1/1+Spargl5/5+$pare/10
g (4) Bay NAS Chassis File Encryption Option
(o] - S Ea RPSU Option
E NSS4100 RAID 0/1/1+Spare/5/5+Spare/10
v = (4) Bay NAS Chassis w/ 4x250GB HDs ~ File Encryption Option
IT) e RPSU Option
© ‘ o RAID 0/1/1+Spare/5/5+Spare/10
1'd NSS4000 File Encryption Option
(4) Bay NAS Chassis
RPSU Option
RAID 0/1/1+Spare/5/5+Spare/10
File Encryption Option
Q.
O
whed
=
8 NSS3100
N NSS3000 (4) Bay NAS Chassis w/ 2x500 GB HDs
NSS2050 (4) Bay NAS Chassis RAID 0/1/1+Spare/5/5+Spare/10
2) Bay NAS Chassis w/ 2x250 GB HDs i i i
2) Bag?\lizsogohassis @B RAIE) 6’/V1 " RAID 0/1/1+Spare/5/5+Spare/10 File Encryption Option
RAID 0/1 File Encryption Option File Encryption Option
File Encryption Option
% 7 Functionality / Performance g 7
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Why do we need backup software?

Every computer.....

= Runs anti-virus...
= Runs a fire-wall... Every COmpUter -
= Has our work-critical documents...

= Has our life-critical pictures, email, media.

Linksys by Ciseo

But virtually none run backup...

= Less than 1% backup.

= More than 1 billion PC’s alive. Continuous Data
Protection for files
= More than 170 million new each year. L ekl
= Majority (93%) of corporate data now lives on “the SRS :ﬂ=
edge’. ' Parter |
Linksys by Cisco

= Most computers are laptops. _
+ Compliance risk. But virtually none run backup...

= End-user data value is now very high (business and
consumer)
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Cisco Small Business VolIP solutions

Analog Telephone SPA9000 Voice SPA IP Phones
Adapters and System
Gateways (formerly LVS2.0)
Business ‘
Size ‘
Integrated

Services

;

l

Call Control SPA VolP (SIP) SPA VolP (SIP) SPA VolP (SIP)

Platform

SPA ATAs SPA9000 SPA IP Phones
(SPA, PAP, WRP) SPA400 (SPA900 Series)




Cisco Unified Communications for Small and
Medium Businesses

Smart Business

. Unified CM Unified CM
Communications Express Business Edition
System
Business
Size
Integrated
Services

Call Control Unified CM Express Unified CM Express Unified CM

Platform

Integrated
Services Routers

Unified 500
Series

MCS 7828




T
SBTG Telephone Adapter Family

FXS FXO Ethernet
Model Ports Ports Router Ports
0 1
aj PAP2T 2 0 No
L 10BaseT
. | 2
a | SPA2102 2 0 Yes
i 100BaseT
- 2
z i SPA3102 1 1 Yes
| 100BaseT

1
100BaseT

|
4
b WRP400 2 0 Yes

SPA8000 8 0 No

100BaseT




Cisco SPA900 SIP IP Phones
Small Business Pro Series

Basic IP Business IP
Phones Phones

SPA901 SPA921 SPA9%41 SPA922 SPA942 SPA962
1-line SIP Phone 1-line SIP Phone 4-line SIP Phone 1-line SIP Phone 4-line SIP Phone 6-line SIP Phone
No Display B&W HiRes Display B&W HiRes Display B&W HiRes Display B&W HiRes Display HiRes Color Display
Backlit support Backlit support Supports SPA932

* 1 Ethernet Port (10 Mbps)  * POE via POES5 + 2 Ethernet Ports (100 Mbps) * Multiple Languages

* 4 Softkeys* * POE (802.3af) DL Background Picture

» HD Speakerphone* * 4 Softkeys SPA962 — RSS Web

* 2.5mm Headset * FD Speakerphone with AEC + LDAP Corp Directory
connector® * Not available in SPA901 * 2.5mm Headset connector Enhanced Security

Common Features

» Wireless-G via WBP54G * 1 Personal Directory (100) « Visual VM Message * Secure Remote Provisioning
+ MB100 Wall Mount kit + Call Logs (60 each) - Made, Waiting indicator  Third Party Application Server
» Cisco SPA Voice answered and missed Support




SPA525G Deployment options

USB 2.0
Music Player
Corp. Directory access 1 D—
LDAPv3 (SIP) or
Cisco® XSI
< <—— Receptionist phone (SIP only)

Up to 2 SPA932 attendant
Console

<

News Service

- ok fl«— Headset

Bluetooth®
RSS feeds or
(SIP) 2.5 mm Stereo Headset

»
>

SP Deployment - Management |
Secure Remote Provisioning |

<«—— Network \

Wired Ethernet with POE

and Remote Customization (RC) or
[ I 802.11g Wireless
IP Telephony Unified Communications
_ SIPv2 for SPA9000 SPCP for UC500
Cisco logo and product name and 3rd pty Call Control

place on bezel will change



Cisco SPA9000 Voice System Components

PSTN Gateway C ivi
. ) onnectivity
IP Phones and Voice Mail ISDN Gateway -

Server

SPA900 SIP IP Mediatrix® 4400 PA100, POESS,
SPA400 Series* WBP54G, MB100

PA
SR Phones

* 1to 16 Voice Users « All SPA900 IP SIP * 4 FXO port PSTN » All Mediatrix® » Power Adapter

* 2 FXS ports Phone Pro Series gateway 4400 ISDN BRI » POE (802.3af) Splitter
» SIP Proxy are supported » 32 accounts Voice Gateways are » Wireless Client

» SIP App Server Mail Server for supported + Wall Mount kit for

» SIP Media Server SPA9000

Configuration and Management Applications

Cisco SPA9000 Configuration Wizard
AMDOCS® Jacobs Rimell® QuickStart® SIP UE




WIP310 Key Selling Points

Deliver Rich
Unwired
Communication
Experience!

"""""



Connected Office Portfolio

Applications _U : - » : R
ProtectLink™ Gateway Service
Facilities Storage Back- Desktop .
Management Surveillance up/Archiving Backup & Restore Hostegaigcunty

[T —

E’_
Ec'n_

Solutions
B 8 (B
/l J Y l )
(-2 @/ ..__E! (=

Cisco SPA 9000 Voice System

FL_..

Endpoints

IP Phones Metro Analog Voice VoIP
Ethernet Gateways Accessories

[

Infrastructure - w—
Products e > - > - Q

Unmanaged Smart

Managed i i '
Routing Switches Switches Switches Wireless Security Storage




Deployment Example

Main Site Subsidary
Secure IPSec VPN

tunnel

Cisco2811/CCME
Linksys RV042

— R ook

Linksys
SRW2008P

Cisco Catalyst
Core Switch ~ [Jessssas

o P D P

gu !H !H !H




Deployment Example

VPN

RV042

WVC2300
’I ’ s " #

NSS3000 WVC210



Deployment Example

Remote Access with Security Solution

Key Features:

- IPSec and SSL VPN - DoS'DEaos - Trojan Horse/Back Door
- Wireless Option = Worm Attacks - Port Scan
- Support for Gateway-to-Gateway - Web Attacks - Buffer Owverflow

= B - =

- Imtruder Attermpt = IP Fragmentation

=

£

WRVS4400N =
Wireless-N VPN Router L B

with Integrated

Firewvall and Intrugjon
Pre'«enti-:-né

Malicious
Software Attack

,o Branch/Satellite Office - Uses VPN (Virtual Private Metwork) with IPSec
{Internet Protocol Security) encryption to communicate confidentially or
access sensitive company information with Main Office. WRVS4400M
Wireless-N Router also indudes Intrusion Prevention Systemn to repel
malicious software attacks.

Remote Worker - Employees who work from home orwhen traveling
access the company network securely using Linksys Quick VPN which
establishes a secure (encrypted) VPN tunnel over the Intermet.

Remote Worker/Contracter in a Public or at a Hosted Venue - In
addition to using IP52c encrypticn over VPN, a small business’ traveling
employes or remate contractor (with access privileges) can access the
cormpany network via an 550 session.

Linksys Business Series VPN Routers - Linksys has a complete
selection of wired and wireless WPN routers, so workers can
communicate and collaborate confidentially or access business-critical
data from a remote office or when they e traveling.

Mote: Different colored lines indicate
discrete transmission signals

[FUUN] Wdh

RVL2 00

WPH Router

with |PS5ec and
55L

RVxooe: Wired
WPM Router
with Integrated

Firswall
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Resources
= NopTan peweHun AnNa manoro u cpeaHero oMsHeca

http://www.cisco.com/smb

= YKpanHckasa yactb Cisco.com

http://www.cisco.ua

= Cisco Small Business

http://www.cisco.com/go/smallbiz

= NMopTan-coobwecTtBo no Cisco Small Business

https://www.myciscocommunity.com/community/sma
libizsupport

= PecypcHbIn ueHTp no Cisco Small Business

https://www.myciscocommunity.com/docs/DOC-1375
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