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SoftKey.ua 12 net Ha IT-pblHKe YKpauHbI: k

software, hardware Soft

* Ha pbiHKe YKpauHbl € 19 ceHTAbpa 2003 r. Kak nepBbii B YKpanHe cneunanmsmpoBaHHbIN
WHTEePHEeT-MarasuH J1MUEeH3NOHHOro NPorpamMmmHoOro obecneveHus.

e Camblii1 NONHDbIN KaTanor nporpamm B YKpauHe: 6onee 9000 nosuuyuit ot 900
pa3pabotuuKos!

 CerogHa nokynatenu Softkey.ua moryr npnobpectu Kak software, Tak u hardware
(komnbloTepbl, ceTeBOE U cepBepHOe 060pyao0BaHME, CUCTEMbI XPAaHEHUA AAHHbIX U MHOTIO
APYroro), a Tak»e nosy4ynTb KaueCcTBEeHHbI CePBUC HACTPOMKU U YCTAaHOBKM
Heobxoaumoro nporpammHoro obecneueHma nam obopyaoBaHuA.

 CeptnduuymnposaHHble cneumnanmncTobl.

* KsanudunumpoBaHHaa TexnoaseprKka.

 Mopbop MHAMBUAYANbHDbIX PELLEHUMN.

* LleHbl oT pa3pabotumnkos MNMO.

e JlocTaBKa 3/1IEKTPOHHbDIX K/NlOYeun B AeHb onaaThbl.

* Bce nsBecTHble NaaTe}XHble CUCTEMDI.

* [lMepcoHanbHble CKUAKN U aKLUN.

www.SoftKey.ua info@softkey.ua +380 (44) 377-73-17
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O yem cerogHA norosopmm?

1. VYrpo3bl certesou 6Oe3onacHocTM w < "
3HayeHne UTM-peLweHumn. -

2. Fortinet — nnpep Ha pbiHKe UTM-
peweHumn.

ey

3. KpaTtkuit 0630p nMHEWKU NPOAYKTOB ‘ o =
FortiGate: High-End, Mid-Range, Entry B
Level.

4. Kak mbl BHegpanu peweHun Fortinet,
MU YTO U3 3TOrO NOJIYYUNOChH.
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Yrpo3bl ceTeBOM 6@30NacHOCTU: OT NPOCTOro K CI0XKHOMY

YA3BUMOCTb Yrposa
Kakue yaA3BMMOCTM UCNONb3YIOT 3/10YMbILI/IEHHUKW: Lienb aTtaku:
® CETEBbIX NPOTOKO/10B * HapyLleHue HOPMabHOro
* OnepauuoHHOMN CUCTEMDI $PYHKLUMOHMPOBaHUA 06beKTa aTaku (O0TKas B
e CYB/ obcnyknsaHum)

® nonanyyeHue KOHTpPOANA Hag ob6beKToMm aTakmu

* nony4yeHue KOHGUAEHLMNANBHOMU U
KPUTUYHOUN MHPOPpMaL UK

e moaudukauma n panbcuPpuKauma gaHHbIX

* MPUNOXKEHNIN

MoTuBbl ataku: B 6onbLUMHCTBE cny4vyaeB — AEHDbru.

:ATINET. SL
oft




Yrpo3bl cetesou 6e3onacHoOCTH

MexaHusmbl peaindaunun atak.

* nepexsBaTt TpaduKa ceTeBOro cermeHTa
(npocnywmnsanune)

* CKaHUpoBaHUe NopToB (cny»K6) obbeKTa
aTaku, nonbITKKM noabopa naponsa

* CO34aHUe IOXKHbIX 06bEKTOB U MapLUPYTOB

* MOCbINKA NAaKeToB onpeaenéHHOro Tuna Ha
aTaKyembl¥ 06beKT (0TKasy ob6beKkTa uam
paboTatowen Ha HEM cnyXKb6bl)

* BUPYCbI, YEPBU, TPOAHDI

* Ap.

==RTINET.

KaK 3awmuatbca ot atak?
UTM/NGFW
CermeHTauua cetu

Ucnonb3oBaHMe y4yeTHbIX 3anucem ¢
NOHMXXEHHbIMU NPUBUNETUAMM

Ucnonb3oBaHue CNOXHbIX Naponei,
perynapHaa CMeHa naponeu

OrpaHuyeHue aoctyna K
KOH$UAEHUMNANbHbIM AaHHbIM

PerynsapHan yctaHOBKa o6HoBNAeHUIA ans
npunoxkexHnim n OC.

e
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MporHo3sbl Ha byayuiee

Ha yem KOHUEHTPUPYIOT BHUMAHUE BegyLume Urpokn pbiHKa MHpopmauMoHHOoM 6e3onacHocTn?

YTto Hac Kaet aanbie?

1. WHTepHer Bewew (Internet of Things) ctraHetr UHTepHeToM yrpos (Internet of Threats).

2. PocTt atak Ha mobunbHbIe AeBalCbl: HY*KHO 06e3onacnTb mobunbHbIN goctyn n BYOD.

3. PocCT yrpo3bl O CTOPOHbI NPOrpamm-BbiMmoraresiei (ransomware): nOMUMO Yrpo3bl YHUUTOXKEHUA
3aWMPpPOBAHHDbIX AAHHbIX B C/ly4ae OTKa3a OT ON/aTbl, 3/10YMbILW/IEHHUKN HAYHYT UCNO/Ib30BaTb
yrpo3y NnpuaaHuaA rMacHoOCTU 3alMPpPoBaHHbIX AaHHDbIX.

4. PocTt aTtaK Ha «0bnaka»: 3awuTa BUPTYaZIbHOU MHPPACTPYKTYPDI.

Ucnonb3oBaHue yassmmocTten B Open Source pelleHUAX, a TaK»Ke OTKPbITbIX MPOTOKONAX U
6ubnunorekax: « OTKpbITOE peweHne — OTKpbITaAa Asepb». Yaenaem BHUMmaHue 6esonacHoctu MNO.

6. PocTt MHTEepHeT-MmOLWeHHNYECTBa U aTaK Ha MOBUIbHbIE NaaTeXKHble CUCTEMDI.

. PocT yrpos co cTopoHbl rocyaapcTs U cneucnyxb.
8. MMouTtoBble yrpo3bl pacTu He byayT, HO NeperuayT Ha HOBbI YPOBEHb CI0XKHOCTU U CKPbITHOCTM!.
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Yto Takoe UTM?

(yHndunumposaHHoe ynpaBaeHue yrposamm) — yCTpomcTBo
KOMMNJIEKCHOU ceTeBOU Be3onacHOCTH, KOTOpoe uageanbHo noaxoaut ana SMB v ana
3awnTbl PUAMaN0B KPYNHbIX KOMNAHUMNA.

Mo mHeHUIO nccneposarenbckom Komnaumm Gartner, UTM-cuctema fonKHa BKAOYATb

B ceba Takue pyHKuUMU:

* Firewall

* Intrusion Prevention System (IPS)

* BO3MOXXHOCTb OpraHmM3auumn yaaaéHHoOro Aocryna c
ucnonb3osaHmem VPN

* Web-wnio3 6esonacHoctu (URL-dunbrpauma, Web
aHTUBUpPYC)

* 3awmTa OT cnama.

Fi:ATINET. -




Yto Takoe UTM?
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Fortinet — anpgep Ha pbiHKe UTM

Figure 1. Magic Quadrant for Unified Threat Management

Check Pownt Softwace Techoologies

Co Ocl e
® e
Jursper Networks
e Sophos
o
e WatchGuoed
Barracuda Netwocks
Stormadield
Hurwes
O
Falttone Netwerks
O
Aler Secer !g:v".'ms e

Robde & Schwart (gatepectect)

ABILITY TO EXECUTE

AR IOL CTEUECC NE LA
COMPLETENESS OF VIS N

Source: Gartner (August 2015)
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KomnaHusa Fortinet 7-# rog nogpag 3aHumaet amgupyiowime

no3uuum B KBagparte Gartner.

UTM-ycTpoucTBa Fortigate o6naaalor wmpoyanwmm

PYHKUMOHANOM:

MexkceTeBOM 3KpaH

MapuwpyTtnsauyua (AMHamuyeckana U ctaTuuecKas)
KommyTayus

IPSec n SSL VPN

WAN ontumusauma

Traffic shaping

KoHTponb aocryna K cetn (NAC + BYOD)
AHTucnam (AS) *

AHTUBMpPYC (AV) *

Beb6-punbrp *

Cuctema npepoTteBpawieHna BTopxkeHui (IPS) *
KoHTponb npunoxxenum (Application firewall) *
MpepoTBpalyeHne yTeuku gaHHbix (DLP)

* mpebyemcsa 0onoanHuUmMenbHAA onuus - auyeH3sus FortiGuard

e
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UTM: npeumyuiectsa U HeAOCTATKU

l [Npemyulectea ‘

* EAnHan KOHCONb ynpaBaeHUsa u
MOHWUTOPUHTra.

* KoHconnpauusa cepsucos 6e3onacHOCTH OT H
OAHOro BeHaopa*. €40CTaTKu

* JKOHOMMUA CpeacTB NPU pa3BopavynBaHUU

cetu opuca (0aHO YCTPOMCTBO 3ameHsAeT * EAuHan TOuKa OTKas3sa.
HEeCKO/bKO). * ToHMXKeHMe NPOoU3BOAUTENbHOCTU NPU
* CHMXXeHue 3aTpaT Ha agMUHUCTPUPOBaHMeE. BK/IlOYEHUU BCEX CePBUCOB

* ToNbKo B pelleHnax KomnaHum Fortinet

=:RATINET.



Next-Generation Firewall By 55;)

MeskceTeBoi 3KpaH cneaytouero nokoneHmna (NGFW) — naeanbHoe pelwieHue Ans 3almnTbl CETEN KOPNOPATUBHOIO Knacca

FW IPS DPI NaeHTuduKauma Buaumoctb benble/yepHble SSL PacwupeHHble
nonb3oBartensa KOHTEeKCTa CMUCKK MHCMNeKuusa BO3MOXXHOCTH

* BbICOKONPOU3BOAUTE/IbHbIA MEXKCETEBOW IKPaH.

* Cuctema npepoTtBpalyeHMa BTop>KeHuu (IPS).

* [nhy6okaa nHcneKkuua naketos (DPI). NpoBepAaeT nakeTbl Ha OLWIMOKM NPOTOKONOB, BUPYCbI, CNam,
BTOPYKEHUA NN HAPYLLUEHMUS NONUTUK.

* WUpeHTdPUKaLua ceTeBbIX NPUIOKEHUIA N KOHTPOADb No ID, He3aBUCMMO OT HOMEpPa NOoPTa,

Kakumm npoTtokona nnu IP-agpeca.
dYyHKUMAMM * WUpeHTUPUKaumA nonb3osaTena. [lo3sonaet NpenoCcTaBNATb 4OCTYN Yy ceTeBbIM pecypcam no IP-
AONMKEeH agpecy, NOKanbHbIM CUCKam nau rpynnam s AD
obnapatb * BupgumocTtb KOHTEKcTa. [103B01SET NPOM3BOANTL aHaNAU3 paboTbl ceTn, bepyLmn BO BHUMAHME
NG Firewall? NPUNOXKEHWe, NO/Ib30BaTE/IA N YCTPOMUCTBO.
*  WHTennekr «Extra-Firewall». BO3MOKHOCTb CO34aHNA «BENbIX» N «4EPHbIX» CMMCKOB AOCTyNa K
ceTu.
* WHcnekuyua SSL-tpaduKa.
* VPN.
* + PacwmpeHHble BO3MOXHOCTM (aHTUBUPYC, aHTUcnam, Web-dpunbrpauus)
<:RTINET. e
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Next-Generation Firewall

= Port independent | = LDAP/Active
identification of applications Directory integration

= Application specific security = User role-based
policy enforcement policy enforcement

Application User Identity
Awareness Awareness
& Control & Control

Protection s, | Content
Intelligence SECHFILY
= |PS
= Antivirus & anti-spam
= Sandboxing = URL & content filtering
= |P reputation = SSL Inspection

=:ATINET. ‘ -




Next-Generation Firewall

Internet

Edge Firewall NGFW
» Lack of visibility » Visibility
» Who: Unknown (Port only) » Who: Users & Devices
» What: Unknown » What: Applications & Content
= Control = Control
» Open or Close Port » Rules: Port & Protocol Policies

=:RATINET.




Next-Generation Firewall

- Traditional Firewall:
» |D: Port only :>
» Traffic accept criteria:

« |P address

« NGFWV:
» ID: User (not Port)
» Traffic accept criteria:

« |P address
« Traffic content

Port Config Admin Config Sernvers Protected

Please configure which ports you would like to allow access to all your servers from the public inten

You can choose to enter either a single porteg. 21, or a range of ports eg. 1000 — 1060.

TCP Ports

Incoming Outgoing
Port Number  ~| 80 - 11 Port Number  ~| 80 ~ I
Port Number  ~| 443 ~ 11 Port Number  ~| 443 ~ 11
Port Number - 25 ~ 11 Port Number = 21 - (18
Port Mumber  ~| 110 ~ 111 Port Number  ~| 20 ~ (1]
Port Mumber  ~| 143 = i Port Mumber | 25 ~ 1§
Port Mumber  ~| 485 ~ (111 Port Mumber  ~| 110 - I
Port Mumber  ~| 587 - (11} Port Number  =| 143 ~ (1T}
Port Number ~| 22 - [} Port Number  ~| 465 - I
Port Mumber  ~| 5443 ~ (111 Port Number  ~| 587 ~ 11
== Add rule == Add rule

Application m Sessions (Blocked/Allowed) < Bytes (Sent/Received)

QUIC Network.Service

18865 [ 1.14 GBE T

§ Facebook Social.Media = 11711 = 630.70 ME N

Google.Accounts

F=RTINET.

General.Interest

3017 [ 194.17 MB




MpoayKTbl KOMNaHuu Fortinet
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Mouyemy Fortinet?

MouwHble npoueccopbl FortiASIC
No3BONAIOT obecneynBaTb 3alLUTY
Ha  BbICOKOM  cKopoctn  b6e3
NOHMMXEHNA NMPOU3BOAUTENBHOCTMU
ceTu.

FW jm) 40Gbps IPS ) 10Gbps
VPN ) 25Gbps VPN s 9Gbps

ce FW  jmmmh 6Gbps

u
VPN == 2Gbps
Intel Xeon FortiASIC
E6-2640V2| NP6 IPS ) 3.5Gbps
Cost $

$5555

Power Consumption 95W 9w
Firewall Throughput (128 byte) & Gbps 40 Gbps
Natwork : == Content

Latency ~100 ps 3ps Processor Processor

CPU s=s -‘ a=

- - --w

IPvd packet forwarding 45M pps
IPv6 packet forwarding 45M pps

=:RATINET.




Mouemy Fortinet?

SECURED BY SECURED BY
FORTIGUARD. FORTIGUARD.
Security Product of the Year NES Laba == Mabe Llabs LEYE ' T <ton |
Microsoft FA\ |Stop
Best Integrated Security @/ - handl . -
Best UTM e
Best IPS solution CaE o @lﬂtﬁ ¥ abs -
Top Mid-market Solution COMPATIELE T e LR
5 ICSA security certifications 4@;
NSS recommended (FW, NGFW, 100 KISA MITEE N
IPS, ATP) o
ISO 9001 certified 35 Awards e
%EI(EEEET Founded by Fortinet
ALLIANCE additional members include Palo Alto Networks, McAfee and Symantec
==ATINET. &
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Enterprise NGFW

Capability Fortinet Palo Alto Networks

Top Rated Anti-malware 4 & &

<\
<,
<,

Application ID

Deep Cloud App Inspection

't.\
@
@

Device/OS ID v ] ]

R T e —— v v v

Centralized Management & Reporting v v v

High Resiliency v Partial &
(5x faster)

=:RATINET.




Mpenmyuwiectsa Fortinet: HesaBucMmble cepTudmKkauum

Palo Alto

Description Fortinet Check Point Cisco ey Juniper FireEye
NSS - Firewall NGFW Recommended Recommended Rﬂiﬂ;ﬁ:ﬁg ed Caution Caution

NS5 - Firewall DC Recommended

NSS - Breach Detection Recommended Recommended Caution
NSS - IPS (DC) v v Caution

M35 - IPS (Enterprise) o Recommended Caution

NSS - WAF Recommended

BreakingPaint Resiliency Record High - 95 Poor - 53

ICSA Firewall v v v v

ICSA IPS v v

ICSA Antivirus v

ICSA WAF v

VB 100 v Caution

AV Comparative o

Commaon Criteria s v v v

FIPS v v v v

=:RATINET.







Enterprise NGFW: cpaBHeHue UeHbl/npon3BoanUTeNIbHOCTH

®Price ENGFW ®ESessions FConnection Per Second

$46.3K
$42.5
235K
1.5 Gbps o 607 Mbps
3;3M 2Gbpsso0K o m 20K
FortiGate 1500D Check Point 4800 Palo Alto Networks PA 3050 Cisco ASA 5555-X

* LleHa BKAOYaeT CTOMMOCTb YCTPOMCTBA, NOANUCKM Ha cepBuCbl 6@30MacHOCTU U CTaHAAPTHOM NOAAEPMKKN

=:RATINET.
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Data Center Firewall: cpaBHeHue LUeHbl/npon3BoAUTENbHOCTH

. Price u Firewall m Sessions m Connection Per Sec. (CPS)
$266K
$255K
160Gbps $138K

40Gbps 30Gbps 55Gbps

350K 270K
10M am 150K 6M
[ — — — M e
Cisco ASA 5585-SSP60 Juniper SRX 3400 Juniper SRX 3600

$0.62/protected Mbps = 5-10X better value than leading vendors

F=RTINET.



CepsBucbl 6e30nacHOCTH

Ciscol/ Palo Alto
Sourcefire Networks

Description

Application Control/IPS v v v

Antivirus/Malware * = KAS PERS KY

Detection SOPHOS
e WEERODT WEERODT

Web Filtering websense

Anti-spam SOPHOS

Fi:RTINET. h




Fortigate

FortiGuard ——

£
o
3
&
o3
g .~ ;'
O s i | !
t . i ‘
o i e
SoC
‘ Sew
FortiGate 30— 90 FortiGate 100 — 800 FortiGate 1000 — 5000 FortiGate VM
(Access) (Edge NGFW) (Edge NGFW or Core DC) (Data Center)
Entry Level Mid-Range m Virtual Machme

=:RATINET.
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Fortigate: Entry Level

FG-94D-POE @

FWF-90D/-POE |

FG-60D/-POE -
FG-90D/POE

FWF-60D/-POE
FG/FWF-60D-
364G

FGR-60D

Performance & Scalability

FG-30D/-POE

<o NE

. ._ -
FWF-30D/-POE | t \/ CPU l

m <250Mbps 250MB - 1G 275MB - 1G
1-5 GE 1-10 GE 1-48 GE

Z:RTINET. h




Fortigate: Mid-Range

R High GE port Intgrfaoes, PoE GE ports & SFP slots GE ports & SFP slot.s. Bypass
port options Interface pairs

=:RATINET., &




Fortigate: High End

FG-5144C

FG--3700D

FG-1500D

FG-1000D

>
=
B
m
™
Q
7
o
o
o
c
:
<)
=
o
o

m 50G - 80G 160G - 300G 160G - 1.1T
10GE SFP+ Slots 10GE SFP+ , 40GE QSFP+, 100GE CF2 40GE QSFP+,100GE CF2

Fi:RTINET. -




Fortigate: CpaBHeHUe moaeneu
FortiGate® Network Security Platform - *Top Selling Models Matrix

FG-70D
FG/FWF-300 FG/FWF-60D .ot FG/WF-92D  FG-1000  FG-2000  FG-3000  FG-400D

Firewall Throughput 080808 15/15/15 35/3585 , 0  poguowm  3/3/3 8/8/8  16/16/16  16/16/16  36/36/24
OswsTBAbeUDR  Ges Gws ap 00T 2sGmT o @ aos s Qo
Fisll Lateny e S L L
Concurentsessions 200000500000 Zwmon " ishaion T aMilon " gawiien sMion Sshiion eMlon S5Mikor
New Sessions/Sec 3,500 4,000 4,000 22000 22,000 77,000 200,000 200,000 250,000 270,000
koo R . L. it Sl oo T B o 00t 0. T
T S P P SO O O 00 1009 19000 0.
R O MR . e s 11 O S
T s
SV Tt Mg G Slbm (0N dMgs  A0Ngs  ssOMgs i A0S 22Gks
Recommended SSL VPN Users a0 100 200 200 300 300 500 500 500 5,000
e SIS I B O B o 52 (2
i g 0 e S oovi WOM Sk 1dGeTéGm 17Gm 30w
WaxFortbs (ol Tuve) 272 iojs U myiemiie esim s simizs sz sizjeseioedjsi
Mocrotens 0 oo i e e ioee e o e iam
Max Registered FortClient 200 200 200 200 600 600 600 600 2,000 2000
Virtual Domains ( DefaulyMax) B 10/10 /10 w0/10 /10 /10 /10 /10 0/10 0/10

55“&3”& 18xGERMS5, GXGERMS, 4 10xGERMS5, 10xGERMS, =X 10GESFP4,
Interfaces SCGERM5  10xGERMS  18kGERMS  16xGE RIS e e B A s, > 10xGERUMS,
—————, N @ OB (Do L s
Local Storage : : e 1668 22 GR B4 GB 120 GB : 120 GB 120 GB
Power Supplies i Rl o Rl S o n Sk ooLBA SmkoolBd Seh OBt SwohotEe
______________________________________________________________________________ Y S Seew S s RS WS S RS
-~ S L T

=:RATINET.




Fortigate: CpaBHeHUe moaeneu

FG-9000D FG-10000  FG-12000  FG-15000  FG-30000  FG-31000  FG-32000 FG-3700D0  FG-38100  FG-5001D

Firewall Throughput 52/52/33  52/52/33  72/72/50 BO/80/55  BO/B80/50  BO/BO/SD  BO/B0/50  1B0/160/  320/320/  80/80/45
(1518/512/64 byte UDP) Gbps Gbps Gbps Gbps Gbpe (s Gbpe 110 Gops 175 Gops Gbpe

FrewallLatency 3 s S S 3s o S8ls o 8 28 Sis o 3l

M W o G P Tunneks ... 20000 ... 20000 O Saiea......20.000 00 .00 o0 40,000
Max Client to G/W IPSEC Tunnels 50,000 50,000 50,000 50,000 64,000 64,000 64,000 64,000 64,000 64,000

IPS Throughput 8 Gbps 8 Gbps 11 Gogs 11 Ghgs 14 Ghps 14 Ghps 14 Ghps 23 Ghps 25 Gbps 18 Ghps
e N L O L. M . L O . S L
M FortiAPs Total, Tannel)  1024/512 4,006/1024  4005/1004 4085/1024  4096/104  4006/1024 409671024 4095/1024  4096/1024 400671004
MaxFotToiens 1000 S0 5000 5000 . 5000 5000 5000 5000 8000 5000
Max Registered Endpoints 2,000 8,000 8,000 8,000 20,000 20,000 20,000 20,000 20,000 20,000

4y 40GE
dx 10GE SFP+/  Bx 10GE SFP+/ 2x 40GE
2% 10 GESFP+, 2x 10 GE 5FP+, GESFP 164 GE  GF SFP 16x GE 16x 10GE 32x 10GE 48y 10GE OSHP+, 20 6x 100GE

Intestaces 1xGESFP  16xGESFP SFPLCESFP  SFP+CESFP  SFPWCESFP  I0GESFPAGE  CFP2 xGE Do+ X

SFP 18« GE SFP, 18x GE 10GE SHP+, 2x
18 GERJM5  18xGE RME RS R4S 24 GE RJMS 2x GE RJM5 2GERMS  5FP Bx SFP+, RJ45 GE RS

Form Factor Rack Mourt, Rack Mount, Rack Mount, Rack Mourt, Rack Mourt, Rack Mourt, Rack Mount, Rack Mourt, Rack Mount,

1AL 2AU 2Rl 2AU 2 AU 2Rl 2Rl J AU JAU
=:RATINET.




Cepsucobl FortiGuard

* bonblwaa KOmaHAa BO Bcem mupe,
KOTOpPaAa 3aHNUMaeTCAaA nccnegosaHmem

yrpos

* O6Hapy)XMBaeT HOBble Yyrpo3bl U
obecneumsaer 6oratbivt Habop
cepsucos 6esonacHocTu

e ABTOMaTHUYeCKMe obHoBNeHUA 6a3 u
curHaryp, 24x365

* [lpocTtoe AULEH3UpPOBaHME HaA
YCTPOMCTBO, @ HE Ha NO/1Ib30BaTeNs

=:RATINET.

Application Antivirus
Control i
Service
Service :
Intrusion Anti-spam
Prevention @ Sc:.'vi‘ccA
Service

Web Web
Filtering Security
Service

Service

SECURED BY

FORTIGUARD.
P‘;ﬁ'uérﬂmrability Database
o Series Saciie

CYBER P
) THREAT Reputation
ALLIANCE Service

+ otherthreat
intelligence shanng
initiatives

Global Fortinet Device

Footprint

e
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FAST. SECURE. GLOBAL. AEEENf -nvy

Kak mbl BHeapanu peweHusa Fortinet
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Fortigate 100D

e  2x GE RJ45 WAN Ports

FZ:RTINET :
romGme e Ao i P e 1x GE RJ45 DMZ Interface Port
S I e 1x GE RJ45 Mgmt Interface Port
/
USB Management  USB WAN | DMZ Ethernet Shared SFP *  2x GE RJ45 HA Interface Port
Port Ports Ports Port Ports 1 -14 Ports 15 -16 . 14x GE RJ45 Switch Ports
Console MGMT HA Shared Ethernet
Port Port Ports Ports 15 -16 Power Switch e 2x Shared Media interfaces pairs
S0808080802020502020803030208 N
L S03e3e3030300030309 o‘o' 030 ’ [T ~— hared
& st o ([ Z - 1u
............................. B0-50Hz 3154
Back AC Power Connection

Hardware Performance

Firewall Throughput (1518/512/64) 2500 / 1000 / 200 Mbps IPS Throughput 950 Mbps
Firewall Latency 37 us Antivirus Throughput (Proxy Based) 300 Mbps
Concurrent Sessions 3 Mil Virtual Domains (Default / Max) 10/ 10
New Sessions/Sec 22,000 Max Number of FortiAPs (Total/Tunnel) 64 /32
Firewall Policies 10,000 Max Number of FortiTokens 1,000
IPSec VPN Throughput 450 Mbps Client-to-Gateway IPSec VPN Tunnels 5,000
SSL-VPN Throughput 300 Mbps Concurrent SSL-VPN Users (Recommended Max) 300

F=RTINET.




Fortigate 100D: nepBbiu onbIT
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Standalone FortiGate unit
single points of failure

Network
10.11.101.0
Q~°‘s@\
|
" \ J
&
Internet Internet

=:RATINET. h



Fortigate High Availability

Internal l I 0 WAN 1
‘- |
FortiGate |
(Primary) ) ,
L_,_j“—’:[:] v’—\;.—t | HAI HA 2 - /
S Switch /5witch Internet
__< e ] HA | Héz | SN ‘
Internal Network I I ‘ )
L_ FortiGate

Internal (Backup_) J WAN 1
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E' Dashboard

Low Status

Elﬂﬁ Fortiview

- % Spurces

=21 Applications

- = Cloud Applications
-® Destinations

- = Web Sites

- ® Threats

-= All Sessions
- ® System Events
- = Admin Logins
- w VPN

EEI--E'E] MNetwork

@ Config

-

-

Router

Policy & Objects

Security Profiles

VPN

User & Device

WAN Opt. & Cache

WiFi & Switch Controller

Log & Report

Forti Viewer

Skype
QUIC

Facebook

&3 MS.Office.Live

@ Badoo
Google.Accounts
LDAP

E MS.Windows.Update
Tuneln

{§) YouTube

Android

«— Twitter
SNMP_GetRequest
SNMP_V1
POP3S

I Apple.Iphone
Yandex.Maps

Network.Service
Collaboration
Network.Service
Social.Media
Collaboration
Social.Media
General. Interest
Network.Service
Update
Video / Audio
Video / Audio
Mobile
Social.Media
Network.Service
Network.Service
Email

Mobile

General.Interest
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125438
111072
13755
12594
9580
3529
5494
5034
4500
2671
2471
2411
1941
1823
1790
1662
1332
1283

13.67 GB
393.73 MB
7.08 GB
652.11 MB
323.03 MB
28.93 MB
144.13 MB
599.95 KB
12.47 GB
3.85 MB
2.98 GB
159.45 MB
533.35 MB
5.44 MB
916.61 KB
29.70 MB
38.63 MB
119.81 MB
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FortiGate 100D an (1)
Wizard Video Help Logout
now | 5minutes | 1 hour | 24 hours |'ﬂ'|
B0OOOQ Sessions e
Sessions Allowed
6000 Sessions Sessions Blocked
4000 Sessions
2000 Sessions
J Sessions : :
18:00 20:00 22:00 00:00 02:00 04:00 08:00 08:00 10:00 12:00 14:00 16:00
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Forti Viewer

F::RTINET @ FortiGate 100D g- ‘3 9 L@t
Wizard Video elp ogou

Domains | Categories | now | 5minutes | 1 hour | 24 hours 'I:}

i 10000 Sessions
=N X
: .' Dashboard Sessions Allowed

‘o Status 7500 Sessions Sesszions Blocked
I'-_'Ii]]h FortiView R

- " SpUrces

- Applications
- % Cloud Applications
- Destinations

2500 Sessions

meatscme mmedmmwed Sessions (Blocke/ llowed) <Jpytes (Sent/Receivd) |

badoo.com Dati 263430 8781 I 2884 ME B
- & Threats © i = Crill u:lclwn to detanls s
. adriver.ru Malicroos vweD 2T 5] 29700 @ 435 @ 2.15MB |
- ® All Sessions i
| |= forpost-system.com Unrated 19m 454] 40 | 396 0 242,53 MB I
-~ B System Events : 5
. . &) mail.ru Dating 14m 12d) 8520 0 284 906.25 KB |
- Admin Logins .
S (7 adhitzads.com Malicious Websites  13m 514 16620 @ 277 0 992,73 KB |
. ] <<% marketgid.com Malicious Websites Om 42s | 11640 0O 194 0 788.41 KB |
-8 Metwork
Lo il openstat.net Malicious Websites gm 9s | 9780 0O 163 0 386.60 KB |
iz Config ;
acint.net Malicious Websites 6m 365 | 7920 0 132 1) 498.19 KB |
L} L ] L )
Router 4 athenassafehouse.org Unrated 18m 234 0| 107 | 2,99 MB |
Policy & Object () bitrix.info Malicious Websites  5m 18s | 6360 0 106 | 392.91 KB |
@ nikoblteplo.com.ua Unrated 4m 24s | 5000 88 | 1.30 MB |
Security Profiles I
ty () vasilishina.com.ua Unrated 4m 18s | 55 | ga | 12.26 MB 0
VPN (¢ playelephant.com Gambling 3m 5is | 2310 | 77 1 250.10 KB |
User & Device & printmag.com.ua Unrated 3m6s | 0| 62 | 1.37MB |
WAN Opt. & Cache (T) pdgoszbtan.ru Malicious Websites  2m 365 | 3120 | 52 | 80.77 KB |
& stattds.club Pornography 2m 65 | 1470 | 42 | 169.06 KB |
WiFi & Switch Controller & fedbeauty.com Unrated 3m 46s | ol 41 | 588.98 KB |
| W
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Cnacubo 3a BHUMaHue!
Bawu Bonpocobl?

Anekceit Konhomuitues

NHKeHep KOMMNbIOTEPHbIX CUCTEM
000 «CodTKein-YKpanHa»
ak@softkey.ua

+380 (44) 377-73-17




